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1. 06wme NoNnoXeHus

1.1. HacToswee lMonoxeHune 06 nHhopMaLuoHHoIi 6e3onacHocTH (fanee - MonoxeHue)

061acTHOr0 roCYAapCTBEHHOr0 6IOAXETHOro npodeccuoHanbHOro 06pasoBaTenbHOro
yupexpeHus «PssaHckuii Konneax anekTpoHuku» Konnepx) paspaboTaHo B COOTBETCTBUM:

+ CT. 16 ®epepanbHoro 3akoHa oT 27.07.2006 N2 149-03 «06 uHpopmauum,

NHGOPMALMOHHBIX TEXHONOTUAX MO 3awmTe UHHopMaLum».

* Ct. 9 3akoHa N2 149-03, n. 5 - uHdopMauusi, NOAYYeHHan rpaxpaHaMu (Gpuanyeckumm
nmuamm) Npu UCMoNHEHUU UMK NPOPECCUOHANbHBIX 0653aHHOCTEN MOANEXMT 3alUTe B ClydYasx
npefyCMOTPEHHbIX 3aKOHOM (rocyAapCTBeHHas TallHa). ¢

Fn. 14 TpymoBoro kopekca P® (manee - TK P®) - 3awuta nepcoHasbHbIX AaHHbIX
paboTHUKA.

» GepepanbHbIM 3aKOHOM 0T 29.12.2010 N2 436-03 (pea. o1 28.07.2012) "0 3awmTe

AeTeii 0T MHpopmaL MK, MPUYUHAIOLLEN BPEA UX 340POBLIO U pasBuTUL".

+ QepepanbHbiM 3akoHOM oT 27.07.2006 N2 152-03 PO «0 nepcoHanbHbIX AaHHbIX»,
obecneyeHne 3alWuUTbl MpaB U CBOOOJ YENOBEKA W rpaxAaHuHa npu o6paboTke ero
MepcoHanbHbIX JaHHbIX.

B Konnepxe pasBepHyTa noKasbHO-BblYMC/IUTENbHAA CeTb C BbIXOAOM B WHTEpHeT,
noanexauas MHOOPMaLMOHHOI 3aluTe.

Mop 6e30MacHOCTbIO NIOKANbHO-BblUMCAUTENbHAs ceTu Konnegxa noHMMaeTca ee
3alNLLEHHOCTb OT CNyYaitHOro MW npegHaMepeHHoro BMelaTenbcTBa B HOpMabHbIid npouecc
QYHKUMOHMPOBAHNSA, a TaKXe OT MOMbITOK XWWEHUsd, Moaudukauum WM paspyweHus ee
KOMMOHEeHTOB. be3onacHOCTb CUCTEMbl AOCTUraeTcs obecneyeHuem KoHOUAEHLMAaNbHOCTU
obpabaTbiBaemoii el0 MHPOpMaLMK, a TakXe LEeNoCTHOCTW WU AOCTYNHOCTU KOMMOHEHTOB M
pecypcoB CUCTEMbI.

besonacHocTb  cuCTeMbl  obecneynBaeTcsi ~ KOMMNEKCOM  TEXHONOMMYECKUX U
aAMWHUCTPATUBHbIX Mep, NMPUMEHSIEMbIX B OTHOLIEHWU annapaTHbIX CPeAcTB, Nporpamm,
AaHHbIX U CAYXO6 C Lenblo obecneyeHns JOCTYMHOCTM, LENOCTHOCTU U KOHPUAEHLMANbHOCTH,
CBAA3@HHbIX C KOMMbKOTEPAMW PECYpCoB; CHOAAa Xe OTHOCATCA U npouefypbl NPOBEPKM
BbIMOJSIHEHUA  CMCTEMOI  OnpedeneHHblX (QYHKUWA B CTPOrOM COOTBETCTBMW C WX
3anaaHMpPOBaHHbIM MOPAAKOM paboThl.

Cuctemy obecreyeHns 6e30MacHOCTY BKJIHOYAET CIEAYHOLNE NOACUCTEMDI:

— KOMNbIOTEPHYH 6€30MacHOCTb;

— 6e30MacHOCTb AjaHHbIX;

— 6e30MnacHoe NporpaMMHOE 06ecneYeHme;

— 6e30MacHOCTb KOMMYHUKALUIA.

KomnbtoTepHass 6e30nacHOCTb  06ecneynBaeTCs KOMMNEKCOM TEXHONIOTMYECKUX U
afIMVMHUCTPATUBHbIX Mep, MPUMEHsSIEMblX B OTHOWEHMW annapaTHbIX CPeACTB KOMMbHOTepa C
Lenblo 06ecneyeHns JOCTYMHOCTH, LENOCTHOCTM M KOH(PUAEHLWNANbHOCTHU, CBSI3aHHbIX C HUM
pecypcos.

BesonacHocTb fjaHHbIX AOCTUrAeTCs 3alMUTON JaHHbIX OT HEAaBTOPU30BaAHHbIX, ClYYalHbIX,
YMbILLUNEHHbIX MU BO3HUKLLKX MO XanaTHOCTU MOAUDUKALIWIA, pa3pyLIEHNIi N pa3rnalleHuns.

BesonacHoe nporpamMMHoe o6ecneyeHue npeAcTaBnseT Cco6oi  oblieLenesbie W
NpUKNafiHble NporpaMMbl U CPeAcTBa, OCYLIECTBAAKLME Ge30MacHyl0 06paboTKy AaHHbIX B
cucTeme 1 6e30MNacHO UCNOMb3YIOLLME PECYPChI CUCTEMDI.



besonacHOCTb  KOMMyHMKauun  obecneuynBaeTcs  MOCPELCTBOM  ayTeHTUdMKaLum
TeNIeKOMMYHUKALMA 38 CYeT TMPUHATUA Mep MO NPeAoTBPaLLEHUI0 NpefocTaBfeHNs
HeaBTOPM30BaHHbIM N1 AM KPUTUYHOI MHOPMALMK, KOTOpas MOXET bblTb BblfaHa CUCTEMON B
OTBET Ha TeJIEKOMMYHWUKALMOHHbIN 3anpoc.

K o6bekTaM uHbopmaLuoHHoi 6esonacHocTh Konnegxa OTHOCAT:

— WHGOPMaLMOHHbIE pecypchbl, cofepxawue KoHOUAEHLNUaNnbHYO UMHPOpMaLuIo,
NpeACTaBNEHHYH B BUJE JOKYMEHTUPOBAHHbIX MHOOPMALMOHHbBIX MAacCUBOB M 6a3 JaHHbIX;

— CpefCcTBa U cUcTeMbl MHGOpMaTU3aLUm

— CpeAcTBa  BbIYUC/MTENbHOW  OpraHW3auMOHHOW  TEXHUKW, NOKallbHOW  CeTH,
06LeCUCTEMHOE W MpUKNALHOE MPOrpaMMHOEe o6ecrneyeHne, aBTOMaTU3UPOBaAHHbIE CUCTEMbI
ynpaBneHus

paboymmm MectaMu, CUCTEMbI CBAI3W M Mepejaymn faHHbIX, TEXHUYECKMe cpeacTBa cobopa,
perucTpauuu, nepesaym, 06paboTku 1 0TobpaxeHns MHhopmaLnu.

1.2. HacToswee MonoxeHne onpegensiet 3agaun, PyHKLUM, 0693aHHOCTH,
OTBETCTBEHHOCTb U NpaBa OTBETCTBEHHbIX 3@ MHHOPMALMOHHYIO 6e3onacHocTb Konneaxa.

1.3. OTBETCTBEHHble 3a WH(OPMALMOHHYIO 6€30MacHOCTb Ha3HaAyarTCA NPUKA3OM
avpektopa Konnepxa.

1.4. OTBeTCTBEHHble 3a WH(OPMALMOHHYIO 6e30MacHOCTb MOAYMHAKTCA LUPEKTOPY
Konnepxa.

1.5. OTBeTCTBEHHble 3a WH(OPMALMOHHYIO 6Ge3onacHOCTb B CBOeil paboTe
PYKOBOACTBYIOTCS HACTOALWMM [1on0XEeHNEM.

1.6. OTBeTCTBEHHble 3a WHGOPMAaLMOHHYO 6e30nacHOCTb B MNpegenax CBOMX
GYHKUMOHaNbHbIX 06513aHHOCTel 06ecneymBatoT 6esonacHocTb MHGopMaunm, obpabaTbiBaeMOMN,
nepefaBaeMoi U XpaHUMOIA NpK NomoLM MHHOPMaLMOHHbIX CpefcTB Konneaxa.

2. OcHoBHble 3aja4M U GYHKLHUM OTBETCTBEHHBIX 32 UHPOPMALMOHHYIO
6esonacHoCTb

2.1. OCHOBHbIMKM  3ajayamMu OTBETCTBEHHbIX 3a MWH(QOPMALMOHHYD 6e30MacHOCTb
ABNAOTCA:

2.1.1. OpraHusauua akcnnyaTauuum TeXHUYECKMX M MNPOrpamMMHbIX CPefacTB 3aluTbl
UHopmauuu.

2.1.2. Tekywwuin KOHTPONIb paboTbl CPEACTB U CUCTEM 3aLLUTbI MHDOPMaLUU.

2.1.3. OpraHu3aumsi U KOHTPO/Ib pe3epBHOro KonupoBaHus nHGopmauum Ha cepsepe JIBC.

2.2 0OTBeTCTBEHHble 3a WHGOPMaLMOHHYIO 6e30MacHOCTb BbLIMOMHAWT CchegyoLne
OCHOBHble QYHKLMK:

2.2.1. Pa3paboTka WHCTPYKUMA NO WH(OPMALMOHHON 6e30MaCHOCTU: MHCTPYKUWUM MO
OpraHu3aLum aHTUBUPYCHOM 3alLUTbl, MHCTPYKL MM N0 6e3onacHoi paboTe B MHTepHeTe.

2.2.2. 0byyeHme nepcoHana u nonb3oBaTeneir MK npaBunam 6e3onacHo 06paboTKM
nHdopmaLmum n npaBunam paboTbl CO CpeACTBaMU 3aLmMTbl UHGOPMaL UK.

2.2.3. OpraHusauus aHTUBUPYCHOTO KOHTPONS HOcuUTeneir uHpopmauun u dannos
9/IEKTPOHHOM NOYTbI, MOCTYnawwWwux B Konnegx.

2.2.4. TeKywwyun KOHTPOSIb paboTOCNOCOOHOCTH U 3PGHEKTUBHOCTM HYHKLMOHMPOBAHMS
3KCNyaTMpyeMbIX NPOrpaMMHbIX U TEXHUYECKUX CPeACTB 3almuTbl MHbOpMaL K.

2.2.5. KOHTpONb LLeNnoCTHOCTH 3KcnyaTupyeMoro Ha MK nporpaMmHoro o6ecneyenusi ¢
LleN1bo BbIIBNEHWUA HECAHKLMOHUPOBAHHbIX USMEHEHUI B HEM.



2.2.6. KOHTpOAb 3a CaHKLMOHUPOBAHHbIM M3MEHEHWEM NPOrPaMMHOr0 06ecneyeHms,
3aMeHoi n pemoHTOM [1K.
2.2.7. KoHTponb nonb3oBaHua NHTepHeTOM.

3 MpaBa OTBETCTBEHHDIX J11L} 32 MH(OPMaLMOHHYI0 6e30MacHOCTb

3.1. TpeboBaTb OT COTPYAHWUKOB U NOJib30BaTeNell KOMNbIOTEPHON TEXHUKN GE3YCNOBHOTO
COOMIOAEHUA YCTAHOBNEHHOW TEXHOMOTMM W BbIMONHEHNUS WHCTPYKUUA MO 06ECneyeHuto
6e30macHoCTM M 3awuTbl  MHOOpPMaUWUKW, COLEpXalieii  CBEAEHMS  OrpaHMYEHHOro
pacnpocTpaHeHUs n 3NIEKTPOHHbIX NyiaTexe.

3.2. ToTOBMTb MNpeasoXeHNss NO COBEPLUEHCTBOBAHUIKO UCMOMb3YyeMblX CUCTEM 3alLuThl
MHOpPMaLMM N OTAENbHbIX UX KOMIMOHEHTOB.

4 0683aHHOCTH OTBETCTBEHHbIX NUL} 38 MHHOPMALMOHHYIO 6e30NacHOCTb

4.1. O6ecneyeHune QGYHKLMOHMPOBAHUA M NOALEPXKaHUA PabOTOCNOCOOHOCTU CPeLCTB W
CUCTEM 3aluTbl NHGOPMaL MK, B Npefenax, BO3/I0XEHHbIX Ha HUX 06513aHHOCTEN.

4.2. HemepneHHoe nHGopMupoBaHue anpektopa Konneaxa o BbIIBAEHHbIX HapyLIEHUSX U
HeCaHKLUWOHMPOBAHHbIX  [eACTBMAX  Mofb3oBaTened, B  TOM  yucrie O  chyvasx
HeCaHKLMOHMPOBAHHOTO JocTyna B WHTepHeT, a TakXe MNPUHATME HEOOXOAMMbIX Mep Mo
yCTPaHeHWto HapyLeHNn.

4.3. MpuHATME Mep cOBMECTHO ¢ oTaenom UT no BocCTaHOBNEHWUIO paboTOCMOCOOHOCTH
CPEeACTB U CUCTEM 3aLLUTbI MHDOpMaLUK.

4.4. TpoBeeHMe MHCTPYKTaXeli COTPYAHNKOB M nonb3osaTeneii 1K no npasunam paboTbl
C UCNONIb3YEMbIMU CPEACTBAMM U CUCTEMAMM 3aLLUTbI MHPOpMaL UK.

4.5. CospaHue 1 yfaneHune yYeTHbIX 3anucei nonb3oBaresneil.

4.6. ApmuHucTpupoBaHue pa6otbl cepeepa JIBC, pasmeleHune u knaccupuumpobaHue
nHdopmauum Ha cepsepe JIBC.

4.7. YcTtaHoBfieHMe MO cornacoBaHui C AupektopoMm Konnepxa KpuTtepueB fJocTyna
nonb3oBartenen Ha cepsep JIBC.

4.8. ®opmupoBaHue W nNpeacTaBNeHMe Naponei [N HOBbIX MOMb30BaTeNen,
aAMUHUCTpUpOBaHUe Npas Nosib3oBaTenen.

4.9. OtcnexuBaHne paboTbl aHTUBMPYCHbIX MPOrpaMM, NPOBeAeHMe MOAHOW MPOBEPKM
KOMMNbIOTEpPOB Ha Halinyme BUPYCOB OCYLLECTBNAETCA COrIacHO PernameHTy.

4.10. PerynapHoe BbINONHEHWe pe3epBHOr0 KOMUPOBAHWUA [aHHbIX Ha cepBepe, Npu
HEeo6X0AMMOCTU BOCCTAHOBEHME MOTEPSHHbIX UM NOBPEXAEHHbIX LaHHbIX.

4.11. ExemecsiyHas nopavya pupektopy Konnemxa cTaTUCTUYecKoi MHbopmauuu no
nosib3oBaHuto NHTepHeTOM.

5 OTBETCTBEHHOCTb OTBETCTBEHHbIX JIUL, 32 MHHOPMALMOHHYIO 6€30MacHOCTb

5.1. Ha oTBeTCTBEHHbIX 3a MH(HOPMALMOHHYIO 6e30NacHOCTb BO3flaraeTcsl NepcoHasbHas
OTBETCTBEHHOCTb 33 KaYeCTBO NPOBOAMMbIX MMM PaboT No obecneyeHmnio 3awmnTbl MHGOpMaLum
B COOTBETCTBMM C (PYHKLUMOHANbHbIMU 06A3aHHOCTAMM, OMNPefeNeHHbIMU  HACTOAWMM
MonoxeHuem.



6 basbl fjaHHbIX

6.1. basbl AaHHbIX NoANexalme 3awmuTe BHOCATCA B «PeecTp 6a3 faHHbIX Noanexalinx
“HdopMaLMOHHOI 3awwuTe». Popma peectpa - [punoxexue 1

6.2. [ns Kaxpaon 6asbl AaHHbIX BK/IOYEHHOW B «PeecTp 6a3 AaHHbIX NoAaexalinx
MHOPMaLMOHHON 3awuTe» nNpukasom aupektopa Konneaxa no npepcrasnenmio Komuccum no
MHOPMaLMOHHOI 6e30MacHOCTM HasHayaeTcA OTBETCTBEHHDII 3a BeeHue 6a3bl JaHHbIX.

6.3. Bce npouenypbl N0 UCMONb30BAaHUKD WU OOCNYXUBAHUIO 6a3bl AAHHbIX OCYLLECTBNSET
OTBETCTBEHHbIIi 3a BeieHne 6a3bl JaHHbIX. B TOM yucne:

* pe3epBHOE KONUPOBaHWe,

* NepUOANYECKUN KOHTPOIb UCMPABHOCTM Pe3epBHbIX KOMMWIA;

* NOAKJIOYEHNE N OTKIIIOYEHUE NOJSIb30BaTENEN;

* BHECEHWE M3MEHEeHUN B CTPYKTYpy 6asbl, a Takxe U3MeHeHui B «PeecTp 6a3 AaHHbIX
noasexatmx

WHdopMaLMOHHOI 3almTe», npu Heob6xo04MMOCTH (u3meHeHune cTeneHu
KOH(UMAEHLMANbHOCTH, MECTA PACMONIOXKEHUSA U T.4.);

* Mpoyme BUAbI paboT CBA3AHHbIX C JaHHOI 6a30M.

6.4. Bce usMeHeHus «PeecTpa 6a3 [aHHbIX nognexawmx WHGOPMALMOHHOW 3alwuTe»
ocyulecTBAsSeTCA No pewweHnto Kommccum no mHGOpMaLMOHHOW 6€30MacHOCTU, COCTOSLWEN U3
avpektopa Konnepgxa, 0TBETCTBEHHOM0 3a MHGOPMaLMOHHYH 6€30MacHOCTb, OTBETCTBEHHOIO 3a
BeJieHNne 6a3bl JaHHbIX.

6.6. B cnyyae ecnu 6a3a faHHbIX TpebyeT Napo/bHOIA 3aluTbl, TO OTBETCTBEHHbIN 3a 6asy
AaHHbIX PYKOBOACTBYeTCs TpeboBaHMAMK pa3gena «Cuctema ayTeHTUOUKaAUWUM» HACTOALLErO
MonoxeHwus.

7 Cuctema ayTeHTUMKaL UM

7.1. Ha xnuentckux MK ucnonbsyerca WINDOWS XP PROFESSIONAL, WINDOWS 10, MO
Linux.

7.2. [na wucnonb3oBaHMS NOKaNbHOM BbIYUC/IMTENBHON CETM B YYyebHOM mnpouecce
NCNONb3YOTCA rpynnoBas MAeHTMdUMKALMA: nonb3oBaTenb - 06yyYaroWMics, nonb3oBaTenb
npenojaeaTenb, aAMUHUCTPATOp C pasrpaHUYeHMeM npaB AoCTyna K nankaii ¢aiinosoro
cepsepa.

7.3. [lna Bcex nonb3oBaTeneii 6a3 AaHHbIX yCTaHaBNMBAKOTCA YHUKANbHbIE Naponu.

7.4. NepuoanyHOCTb NIAaHOBOI CMeHbI Naposieit 1 pa3 B Havane y4ebHOro roaa.

7.5. YCTaHOBUTb 6IOKMPOBKY YYETHOM 3anucK nNoNb3oBaTeneil Npu HenpaBuiIbHOM Habope
napons 6onee nATH pas.

7.6. YcTaHOBUTb ONOKMPOBKY 3KpaHa M KnaBuaTypbl MpW OTCYTCTBUM aKTUBHOCTM
nonb3oBaTtenss Ha paboyem Mecte 6onee 30 MMH., C MNocneaywlwuM BBOAOM Mapons Ans
pasbnokupoBaHus MK.

7.7. BeCTn XypHan Ha3Ha4yeHWsi U CMeHbl Naposen eauHblii ANs BCex 6a3 AaHHbIX.

7.8. 06s3aTb Nonb3oBaTeniel OCYLWECTBNATb BbIXOA M3 6a3bl faHHbIX, eCNu naaHupyeTca
OTCYTCTBME Ha paboyem mecTe 6onee 1,5 yacos.

7.9. 06s3aTb Nonb3oBaTeNen He pasrnawartb CeTeBble PeKBU3UTbI (MMeHa U naponu) ans
A0CTyna K MHGOPMaLMOHHbIM pecypcaM, a TakXKe XpaHUTb UX B HEJOCTYMHOM MecCTe.



7.10. O6¢cnyxuUBaHUE CUCTEMbI ayTEHTUDMKALMM OCYLLECTBASAIOT OTBETCTBEHHbIE 33 6a3bl
AaHHbIX.

8 3awuTa no BHEWHUM LU(POBbIM JINHUAM CBA3M

8.1. B uensax yMeHblUeHMs pUCKa MOBPEXAEHWUS MPOrpaMMHOro o6ecneyeHuss U yTepu
UHhOPMALMK, AOCTYN U3 BHYTPEHHEN CeTU BO BHELWHIOW ceTb (MHTepHeT, afeKTpOHHas noyta)
OCYLLECTBNSIETCA Yepes KOMNbHTEPbI C YCTaHOBJIEHHbIMY OpPaHAMay3pOM M aHTUBUPYCOM.

8.2. 3anpeleHo HeCcaHKLUWOHMPOBaHHOE WUCMOJSIb30BaHME MOAEMOB MWW WHbIX CPefcTB
poctyna c MK, NogKYEHHbIX K BHYTPEHHEN CETU, BO BHELLHUE CETH.

8.3. MMopkntoyeHnme paboymx CTaHUWIA K BHELWHUM JIMHMAM CBA3W NPOM3BOAMTCS B
NOKaNbHOIA BbIYMCINTENBHOI ceTU No npoTokonam Ethernet.

9 3awuTa OT HecaHKLMOHMPOBAHHOrO NoAKNoyeHUs K JIBCu pasMelleHne akTUBHOrO
CeTeBoro 060pyA0BaHUs

9.1. KonneaxHble cepeepbl pasMeLlaloTcs B CneLuanbHo 060pyA0BaHHbIX MOMELLEHUAX.

9.2. [locTyn K cepBepaM OrpaHuyeH (MU3MYECKW, NPOrpaMMHO U AOCTYMEH CUCTEMHOMY
afIMMHUCTPATOPY. 32 UHPOPMATU3ALMNIO, UHXKEHEPY - NPOTPAMMMCTY.

9.3. KommMyTaTopbl, KOHLEHTPATOPbI, POYTEPbI, TOYKM LOCTYNa U NPoYee akTUBHOE CETEBOE
060pyI0BaHME [OMKHO pacnonaraTtbCs B MECTax N0 BO3MOXHOCTU MCKJTHOYAKOLWMX CBOBOAHbIIA
AOCTYN.

10 Mpoueaypa yBONbHEHUA COTPYAHUKOB UMEIOWMX AOCTYN K CETH

10.1. B cnyyae KafpoBbiX MEpPecTaHOBOK W W3MEHEHWii BCe OTBETCTBEHHble 3a 6asbl
AaHHbIX MepeHa3HayalTCA MNPUKa3OM [UpPeKTopa, HOBbIM COTPYAHUKAM nNpefoCTaBnAOTCA
NOTMHbBI U Naponn Ans foctyna K 6asaM JaHHbIX.

11 AHTUBUpYCHaA 3aluTa

11.1. TMpaBuna nofb30BaHUs BHELWHUMMU CETEBbIMU pecypcaMi (MHTEpPHET, aNeKTPOHHas
noyta U T.4.). OCHOBHbIM CMOCO60M NMPOHUKHOBEHUSI KOMIMbIOTEPHBIX BUPYCOB Ha KOMMbIOTEP
nonb3oBaTensi B HacTosLlee Bpems iBNsieTca UHTEpHEeT U 3NeKTPOHHas noyta. B ¢BA3K ¢ 9TUM
He AonyckaeTcs paboTa 6e3 opraHu3auuu aHTUBMPYCHOI 3aluTbl. AHTUBMPYCHas 3awuTa
OpraHusyeTcs Ha YpPOBHe paboyux CTaHUMA W cepBepa MNOCPEACTBOM JIULEH3UOHHOTO
aHTUBUPYCHOrO MPOrpaMMHOro o6ecrneyeHus.

11.2. O6HOoBNeHWe 6asbl MCMNOMb3YEMOr0 aHTUBWUPYCHOrO NPOrpaMMHOr0 ob6ecneyeHus
OCYLLeCTBNSAIGTCA aBTOMATUYECKM He pexe 1 pasa B AieHb.

11.3. 3a cBoeBpeMeHHOe OO6HOBNEHME aHTUBUPYCHOrO MPOrpaMMHOro obecneyeHus
OTBEYaeT OTBETCTBEHHbII 32 MHPOPMALMOHHYHO 6€30MacHOCTb.



NPUNOXEHUE 1.

PeecTp 6a3 fIaHHbIX NOANEXALMX MHHOPMALIMOHHOI 3aluTe

Nen/

HanmeHoBaHUe 6a3bl AaHHbIX

OTBETCTBEHHbIN

Pexum
poctyna




MPUTOXEHWUE 2
CocTaB KoMUCCHM NO MHHOPMALIMOHHOI 6€30MacHOCTH

B coctaB Komuccum no MHd)OpMaLl,VIOHHOVI 6e30nacHOCTU BXOAAT:

1 pupektop OIBIOY «PsizaHCKWit Konneax aNeKTPOHUKU»
2 0TBETCTBEHHbIW 3a UHOpPMaTH3aLUIo,

3 OTBETCTBEHHbIN 32 MUHHOPMALMOHHYHO 6€30MACHOCTb,

4 0TBETCTBEHHbIE 3a BeAeHNE 6a3 JaHHbIX.



NMPUNOXEHWUE 3

MAMATKA 419 POAUTENENA "BE3OMACHbIA UHTEPHET"



YBaxaemble poautenu! Ecnu Bawmn getu nonb3ytotcs VMHTEpHETOM, Bbl, 6€3 COMHEHUS,
oecrnokouTecb 0 TOM, KaK ybepeuyb UX OT HenpuUATHOCTENR, KOTOpble MOryT MoAacTeperatb B
MyTeWeCcTBUM NO 3TOMY OKeaHy MHpopMauun. 3HauymTenbHOE pacnpocTpaHeHWe maTepuanos,
npefHa3HayYeHHbIX TONbKO ANA B3POC/bIX MM HENPUEMIEMBIX ANA AeTeN NO KaKoii-nnbo apyron
MPUYMHE, MOXET NErko NPUBECTM K HEMpUATHbIM nocnefcTeuam. Kpome toro, B CeT Hepegko
BCTpeYalTCa 04N, KOTOPbIE NbITAlTCA C NOMOLWbIO MIHTepHeTa BCTynaTbh B KOHTAKT C AETbMMU,
npecnenys onacHble Ans pebeHka U NpOTUBOMpPABHbIE LENU.

Mepbl NpeloCTOPOXHOCTH:

Mob6ecepyite ¢ aeTbMu. MNepBoe, YTO HEOOXOAMMO OODBACHMTL: HaxoXaeHue B MIHTepHeTe
BO MHOrOM HanoMWHaeT npebbiBaHWe B O0O6LIECTBEHHOM MecTe. 3HauuTeNbHas 4acTb
OnacHOCTeW, MOACTEPErawluX Mob30BaTeNsl, OYEHb CXOXM C PUCKOM, BO3HMKAKOWMWUM Mpw
OOLEHNN C YYKMMKU NOABMMU. [T AOJKHbI YETKO MOHWMATb: €CAWN OHU JINYHO HEe 3HaloT
yenoBeKa, C KOTOpPbIM obuwatwTca B CeTu, 3T0O PaBHOCUIbHO OOLEHWUHO C HE3HAaKOMLUEM B
peanbHOM XWU3HU, UTO 3anpeLLeHo.

OcHoOBHble NpaBuna Ans poauTenei

1. BY,D,bTe B Kypce TOro, 4em 3aHuMMaroTCA Ballk AETU B MHTepHETe. HOHpOCVITe nX
Hay4YuTb BacC N0J1Ib30BaTbCA PAa3/INYHbIMW NPUNTOXEHUAMU, KOTOPbIMU Bbl HE NOJ1Ib30BAJTIUCh
2. [ToMorute cBOMM [eTAM MOHATb, YTO OHWU He AOMXKHbI pa3MelaTtb B Cetn

nHdopmauuto o cebe: Homep MobunbHoro TenedoHa, LOMalHMIA aapec, a TakXe MokasbiBaTb
doTorpacduu (cBon 1 cembn). Befib Nto60oii YENOBEK MOXET 3TO YBUAETb U UCMOMb30BaTb B CBOUX
MHTepecax.

3. Ecnn Baw pe6eHOK nonyyaeT cnam (HeXenaTesNbHYy 3NEKTPOHHYI MouTy),
HanoMHUTE eMy, YTObbl OH He BEpWSl HaMMCaHHOMY B TaKUX MUCbMax U HU B KOEM Cnyyae He
OTBEYaN Ha HuX.

4, 06bACHMTE AETAM, YTO HeNb3s OTKPbIBaTb (aisibl, NPUCNAHHbIE HE3HAKOMbIMM
noabmMu. 3Tn dainbl MOryT cofepxaTb BUpYCbl unu $GoTo-, BUAEOMaTepuanbl HENPUCTONHOMO
WK arpeccMBHOrO COAEpPXaHus.

5. O6DBACHMTE, YTO HEKOTOpbIE NIOAM B IHTEpHETe MOTYT roBOPUTL HEMpaBay W 6biTb
He Temu, 3a Koro cebs BbigatoT. [leTM HUKOrga He LOMKHbI CaMOCTOATENIbHO, 6e3 B3POC/bIX
BCTPeYaTbCs C CeTEBbIMMU LPY3bSAMU, KOTOPbIX HE 3HAIOT B peasnibHON XN3HW.

6. MocTosHHO ob6wjaNTecb CO CBOMMW AEeTbMU, pacckasbiBaWTe, COBETYIiTe, Kak
npaBubHO NOCTyNaTh U pearnpoBaTb Ha AeilCTBUA Apyrux nogeit B HTepHeTe. Hayunte cBoux
AeTeii NpaBWUNbHO pearnpoBaTb, €cNM WX KTO-TO obugen B CeTW unu OHM monyyunm /
HaTONIKHY/INCb Ha arpecCMBHbIN KOHTEHT. PacckaxuTe, Kyaa B NOAOOGHOM Cnyyae OHWU MOTYT
obpaTuTbCA.

7. Y6eputech, 4TO Ha KOMMbOTEPE, KOTOPbIM NOMb3YHOTCA BalM LETW, yCTAHOBEHbI

NpaBUNIbHO HaCTPOEHbI CpeacTBa GUAbTPaLUN.
MoMHuTe! 3TU NpOCTble MePbl, @ TaKXe JOBepUTENbHble 6ecedbl C AeTbMU O MpaBunax

pa6oTbl B WHTepHeTe MO3BONAT BaM 4YyBCTBOBaTb Ce6s CMOKOMHO, OTMycKas peGeHKa B
no3HaBaTe/IbHOE NyTelecTBUE No BcemupHoii ceTu.



NMPUJTOXEHWUE 4.

PekomeHpaLmn ans cneyuanucToB y4e6HOro 3aBefieHUs.

1 .Ecnu paHblue B3pocnible cTapanucb npeaocTepeyb fAeTeid OT ONacHOCTER, KOTopble
NOACTEperawT MX Ha ynuue, TO CerofHa BO3HMKNA npobnema 6e30macHOCTM pebEHKa B
KubepnpocTpaHcTBe. s TOro ytobbl obecneuntb 3Ty 6€30MaCHOCTb HEOOXOAWMO B MEepBYHO
oyepeb cCaMUM XOPOLIO 3HATb 3Ty 30HY. B paMkax JaHHOro uccnefoBaHua caMumu negaroramu
He pa3 NoAHMManacb npobsemMa Toro, YTo UX YpOBEHb 3HAHUN MHHOPMALMOHHOIO NPOCTPaHCTBA
3HaAYUTENIbHO OTCTAeT OT 3HaHWI pgeTeid. Mo03TOMy B NepBy0 oyepefnb HEOOXOAMMO MNOBbIWATbL
ypOBeHb MHPOPMALMOHHON FPAaMOTHOCTHM CaMMX Nefaroros.

2 MpenopaBaTensiM B paMKax CBOMX YPOKOB HEOOXOAMMO KaK MOXHO 60Jblue NPUMEHSATD
COBpPEMEHHbIX MHPOPMALMOHHbIX TEXHONOTUN U Cpasy npepocTeperaTb CBOMX CTYLEHTOB O
BO3MOXHOM UX HEraTUBHOM BIIUAHUM.

3 B BocnuTaTenbHOM paboTe yaenaTb BHUMaHUE BOCNUTaHMIO MHOOPMAaLMOHHOW KYNbTypbl
obyvarowmxcs.

4 [poBoAUTb YPOKM MeAnaobpa3oBaHWs, Ha KOTOPbIX AaBaTb CaMble HEOOXOAWUMble
3HaHUA No CoBM0AEHNI0 6e30NacHOCTU B MHGOPMALIMOHHOM NPOCTPaHCTBE.

5 MHorue pekomeHpauuu, KOTOpblie yXe ObinuM AaHbl B pasgene Pekomengauun pns
poauTeneil, MoryT NpUrogMTLCS U cneyumanucTam, paboTaoLwuM Co CTYAEeHTaMU.

MamsaTKa no 6e3onacHOMy UCNONb30BaHUIO MHTepHeTa.

Mpobnema nHbOpMaLMOHHOW 6e30nacHOCTM 06pa3oBaTeNIbHOIO

YupexpeHus npespaliaeTcs BO BMOJIHE peanbHy. KonuyecTBo yrpo3 pacTeT C KaXAabiMm
AHEM, U3MEHSeTCS HOPMaTUBHO-NpaBoBas 6a3a, COOTBETCTBEHHO peanusM BPEMEHU AOJKHbI
U3MEHATbLCA U

MeToAbl 0becneyeHms MHhopMaLNOHHON 6e30NacHOCTH y4ebHOro npowecca.

B obpasoBatenbHOi opraHu3auuu uHbopmauus, uHdopmauuoHHas WHdpacTpykTypa -
OAMH W3 T[NaBHbIX KOMMOHEHTOB Y4Ye6HOro npouecca. YuyebHble KabUHETbl OCHALLEHbI
KOMMbIOTEPHOI  TEXHUKOW, W eE& KayecTBeHHoe 6ecrnepeboiiHoe  (yHKLWOHUPOBaHME
CYLLECTBEHHO OMNpeAensieT KayecTBO MONYYEHHbIX 3HaHWiA, cnocobcTByeT (HOPMUPOBAHUIO
npodeccuoHanbHbix KOMMNeTeHUUn obyvatowmxca. MMoatoMy obecneyeHne MHPOPMALMOHHOI
6e30nacHOCTM y4yebHOro mnpouecca, B TOM YUCNE HENpPEepbiBHOTO (YHKLMOHMPOBAHMA
KOMMNbIOTEPHbIX M MHHOPMALIMOHHBIX PECYPCOB, ABNAETCA BECbMa BaXHOW LS €ro KayecTBa.

MpWHATBI MepbI N0 CO3AaHMI0 6e30nacHoi MHHOPMAaLMOHHOW CUCTEMBI B KONTEAXE

+ ObecneyeHa 3aluTa KOMNbIOTEPOB OT BHELWHMX HECAHKLMOHMPOBAHHbIX BO3AENCTBHNI
(KOMMNbIOTEPHbIE BUPYCbI, IOrMYecKne 60M6bl, aTakii XakepoB U T. A.)

* YCTaHOBNEH KOHTPONb 3a 3/1EKTPOHHOW NOYTOMN, 06ecneyeH NOCTOAHHbIA KOHTPO/b 3a
BXOAALLEN N UCXOASLLENA KOPPECNOHAEHLMeN

* YcTaHOBNEHbl NaposiM Ha nepcoHanbHbie 9BM

* Mcnonb3oBaHbl KOHTEHT-QUALTPI, A8 GUAbTPaLUM CalTOB NO UX COAEPXKUMOMY.

Kaxablin nonb3oBatenb npu pabote B IHTepHETE CTaNKUBAETCA C HEXeNaTeNlbHbIM
KOHTEHTOM. Peub nfeT He TONbKO 0 TON MHpOpMaLMK, KOTOPYIO NOMb30BaTeNb HE XOTen
nonyyatb. HexxenartesnbHbIM KOHTEHTOM ABAAIOTCA:

— BUpYCbl, TPOSIHbI M NPOYME BPELOHOCHbIE 06BEKTDI;



— GuwuHr, nepexsat naponen;

— ceTeBble aTaky,

-— yTeyKa BaXxHoi nHpopmauum;

— KnbepnpecnefoBaHue 1 3n10ynotpebieHne NnepcoHanbHbIMU AaHHbIMM.

Kpome Toro, cyuiectsyeT onpegeneHHas WHdopmauus, LOCTYN K KOTOPOW HeEob6X0[MMO
OrpaHMyunTb, HaNnpuMep, ecin 3a KOMMNbITEPOM HAXOAUTCA NOAPOCTOK.

PewenneM Bcex 3TUX Npobnem sBNSETCA MWCMONMb30BAaHME CUCTEMblI KOHTETHOM
GunbTpaumn. Toxoxeil CUMCTEMOM MNONb3YHOTCA aHTUBMPYCbl M (aepBOAbI, 3alyuwaoLme
KOMMNbIOTEP OT BUPYCOB U CeTeBbIX aTak. OunbTpauusa CanToB OCYLLECTBASETCA C MOMOLLbIO
noboro bpaysepa unu MHTepHeT-GUNbTPA.

OHU KOHTPONIMPYIOT NOTOK

WHTepHeT-Tpadnka yepes onpefeneHne KaTeropuu camta MO ero COAEPXMMOMY. ITO
0CO6EHHO

AKTyanbHO Ans pecypco., KOTOpble cofepxat

NHdopmaLmio pasHbix KaTeropuii. [leno oCNnoXHAeTcs TeM, YTO TEXHOMOTUM He CTOAT Ha
mecTe. CaiTbl CO3[alOTCA C NOMOLLbIO HOBbIX MHCTPYMEHTOB, @ 3TO TpebyeT paspaboTKn HOBbIX
TEXHONOrnii GunbTpauum

WHTepHeT-Tpaduka. YTo Kacaercsa nNporpaMMHOr0 oObecrneyeHus, KOTOpoe mnomoraer
OCYLLECTBASATb KOHTEHTHYO GUNbTPALMIO, TO UX CYLLECTBYET O4EHb MHOr0. OHU NpeLCTaB/EHbI B
BUAE KOMMJIEKCHbIX KOHTEHT-QUNbTPOB UM ManeHbKWx nnarMHoB pAns WHTepHeT-6pays3epos.
OcobeHHO 6oraT Bbl6Op cpean CpepcTB 3awuTbl geten oT WHTepHeT-yrpo3. C momoubio
coBpemMeHHoro 10 MOXXHO orpaHMuNTb AeTsM JocTyn B UHTepHeT, 610KMpOBaTh B3pPOC/blii

KOHTEHT, CNeuTb Ha Kakue CTpaHuLbl OH 3aX04MT U CKONbKO BpeMeHu npoBoauT B CeTu.
C nomoLybto CTaHAAPTHOrO KOHTEHT-GUNbTPA MOXHO:

— perynupoBaTb BpeMs npubbiBanusa B HTepHeTE;

— perynupoBatb JOCTYN Ha ONpeAeNieHHble CanTbl;

— 3anpelwaTb noceLeHne cCaToB C OnpefeneHHbIM KOHTEHTOM,;

— OTKJ/II0YUTb 3arpy3ky ¢new-peknamsi;

— OTKJ/II0YMTb BCNJIbIBAOLNE OKHa;

— 3anpelaTb aBTOMaTMYeCcKmMe Nnepexoabl Ha Apyrue caiTbl



NMPUNOXEHWUE 5.

PexoMeHAaLUuuM CTyieHTaM N0 opraHusaLn paboTtbl B MUHGOpMaLMOHHOM NPOCTPAHCTBe.

1 Mepep HayanoMm paboTbl HEOOXOAMMO YeTKO chopMynnpoBaTb Liefb U BONPOC NOMUCKA
nHdopmauum.

2 )XenatenbHo BblpaboTaTb ONMTUMAJbHbLIA aNroOpUTM MNOMCKa MHpOpMaLMM B CETM
WHTepHeT, 4To 3HAaUMTENbHO COKPATMT BPEMS U CUJIbl, 3aTPayeHHble Ha NOMUCK.

3 3apaHee yCTaHOBUTb BpPEMEHHblii NUMUT (2-3 yaca) paboTbl B WMHPOPMALMOHHOM
MpocTpaHcTBe

4 Bo Bpems paboTbl Heo6XxoAMMO AenaTtb nepepbiB Ha 5-10 MWUHYT ANA CHATUSA
pn3nyeckoro HanpsHKEHNS N 3pUTENbHON HarpysKu.

5 Heobxogumo 3HaTb 3-4 ynpaxXHeHUs JANA CHATUA 3PUTENIbHOTO HampsHKeHUs K
dun3nyeckomn yctanoctu.

6 PaboTaTb B XOpOLO MPOBETPEHHOM MOMELLEHUK, NPU ONTUMaNbHOM OCBELLEHUM U B
yLO6HOIi nose.

7 He cTOMT nerkombICNeHHO ob6pawaTtbca CO chnam-nucbMaMu U 3axoAuTb Ha
Hebe3onacHble Be6 cailTbl. [1ns UHTEPHET-NPECTYMHUKOB Bbl CTAHOBUTECH JIErKON J06bIYeN.

8 lNpu pernctpaummn B coumanbHblX CETAX, He yKasblBaiiTe CBOM MepcOHanbHble JaHHble,
HanpumMep: agpec Win feHb POXAEHUS.

9 He ucnonbayiite B NOrvHe unu napoJsie nepcoHasnbHbie faHHbIe.

10 Bce 9T0 N03BONIAET UHTEPHET-NPECTYMHMKAM NONYYUTb JaHHble AOCTYyNa K akKayHTam
3NIEKTPOHHOM MOYTLI, @ TaKXe MHuMuMpoBaTb AomalHue MK ana BkAOYeHUA UX B 60T-CETb UK
ans

NOXULLEHNA 6aHKOBCKNX AAHHbIX POAUTENEIA.

11 Co3paiiTe COGCTBEHHbI NPOduIb Ha KOMNbOTEPE, YTOObI 06€30MacuTb UHPOPMaLUIO,
XPaHALLYCA Ha HEM.

12 He 3a6biBaiiTe, 4TO GaKTbl, 0 KOTOPbIX Bbl y3HaeTe B MIHTEPHETE, HY)XHO OYEHb XOPOLIO
npoBepuTb, ecnu BbiGYAeTe MCNOMb30BaTb MX B CBOe [OMallHel pa6ote. LlenecoobpasHo
CPaBHUTb TPW MCTOYHMKA MHbOPMaLUKM, MPeXAe YeM pewwunTb, KaKMM MCTOYHMKAM MOXHO
A0BepATb.

13 O pocTOBEPHOCTU MH(OPMALMK, NMOMELLEHHO Ha CalTe MOXHO CYAWTb MO CamoMy
caiiTy, y3HaB 06 aBTOpax canTa.

14 Pasmewas uHpopmMauuio 0 cebe, CBOMX OAM3KUX M 3HAKOMbIX Ha CTpaHuuax
counanbHbIX CeTel, CMpocuTe MNpeABapuTENbHO paspelleHnMe y Tex, O KoM 6byaer 3Ta



nHdopmauus.

15 He cnepyeT pasmelwaTb Ha CTpaHuuax Be6-canToB cBou doTorpadum n dotorpaduu
CBOMX B/IM3KNX M 3HAKOMbIX, 3@ KOTOPble BaM NOTOM MOXET 6blTb CTbILHO.

16 CobniogaiiTe npaBunia 3TUKKU Npu 06wWeHUM B MHTepHeTe: rpyboCcTb nmpoBouupyeT
APYrux Ha TaKkoe Xe nosefieHue.

17 Wcnonb3ysa B cBoeit paboTe matepuan, B3fATblii M3 MHPOPMALMOHHOrO MCTOYHUKA
(KHUra, nepmomyeckas neyatb, MHTEpPHET), creayeT yKkasaTb 3TOT UCTOYHUK MHGDOPMALIMK UNK
cenaTb Ha HEero CCbIJIKy, eciu maTepuan 6bin Bamu nepepabotaH «CerofHa peanbHas XU3Hb,
KaK B3pOC/blIX, TaK W JeTel, Bce 60/ble YXOAMT B BUPTyanbHOe npocTpaHcTBo. OAHaKo cneayeT
MOHMMaTb, YTO MHTEpPHET — 3TO He TONbKO 340POBO, HO M OMACHO.

YT06b1 ONbIT B CETM 6bll He TONbKO MONE3HbIM, HO U MaKCUMaNbHO MO3UTUBHLIM, Ha
cTpaHuuye noptana http://www.edu22.info/projects/203-dlya-roditelej.html pans pogutenen
cobpaHa camas nosieaHass MHdopMauus o 6esonacHocTi B MHTepHeTe (Mo MaTepuanam KpaeBoi
poAMTeNIbCKON aKafeMun «MHTepHeT: BO3MOXHOCTM W onacHOCTU. Kak 3alWuTUTb CeMbio U
pe6eHka?»).



